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In this ebook, we specify how the General Data Protection Regulation (GDPR) will 
impact U.S.-based, multinational organizations that deal with EU citizens’ personal 
data. We’ll cover a range of topics including the basics of GDPR; the impact on 
organizations within specific industries — including Financial Services, Technology, and 
Healthcare & Pharmaceutical, and how organizations can ensure compliance.

Each industry faces unique challenges concerning compliance and regulation, and 
LogicGate is committed to supporting our clients through this difficult transition.

Introduction to GDPR



The General Data Protection 
Regulation (GDPR) is a single 
law in the European Union that 
will have a great impact on 
all multinational companies 
— even if the company isn’t 
located in the EU. 
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WHAT IS THE GENERAL DATA PROTECTION REGULATION?

The General Data Protection Regulation (GDPR) is a single law in the European Union 
that will have a great impact on all multinational companies — even if the company isn’t 
located in the EU. The GDPR will be in effect starting on May 25, 2018, and companies 
are encouraged to begin preparations early in order to meet the requirements by its 
implementation.

The aim of the GDPR is to protect all EU citizens from data breaches and create 
transparency around the use of personalized data. The 1995 Data Protection Directive 
is now out of date and unable to adequately address the unique needs of today’s data-
driven markets. The GDPR will give each individual authority over their personal data 
and addresses eight individual rights.
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GDPR PROVIDES EIGHT INDIVIDUAL RIGHTS

1. The Right to be Informed — Emphasizes the need for transparency over how 
personal data is used. Organizations will be required to clearly and concisely 
provide all information about personal data being processed free of charge to 
individuals who request to be informed. 

2. The Right of Access — Requires organizations to provide confirmation that data is 
being processed and give access to personal data. 

3. The Right to Rectification — Allows individuals to request that their data be 
corrected if it is inaccurate or incomplete. 

4. The Right to Erasure — Or, the right to be forgotten, allows individuals to request 
that all of their data be removed from a company’s databases. 

5. The Right to Restrict Processing — Allows individuals to block the processing of 
their data. The data may still be stored, but no longer processed. 

6. The Right to Data Portability — Allows citizens to remove their data from one 
establishment and copy or transfer it easily to a different organization. 

7. The Right to Object — Allows individuals to refuse to let their data be processed 
for marketing, scientific, or historical research, and based on legitimate interest or 
public authority. 

8. Rights in Relation to Automated Decision Making and Profiling — Prohibit 
making decisions without human involvement.
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WHY IS GDPR COMPLIANCE IMPORTANT?

Reputational Damage
The GDPR is establishing the standard for managing and processing personal data. If 
an organization is found non-compliant, their reputation will be impacted. Consumer 
trust will disappear as the organization’s name will be associated with a lack of safety 
and privacy. For instance, a data breach today drops an organization’s stock price .43% 
on average*. GDPR places the consumer in control of their data; if an organization has 
a reputation of non-compliance and data breaches, consumers will choose to opt-in 
elsewhere.

Claims by Individuals
Every citizen within the European Union will be given immediate and full access to 
their personal data. Organizations will be held responsible if they are unable to meet 
the demands of the requests for data. There are few other regulations that have a 
global impact like GDPR — therefore, it is difficult for organizations to estimate the 
demand of their customers and consumers.

Financial Consequences
The GDPR has been referenced as the largest and most expensive regulation in EU 
history. The consequences for non-compliance are severe and have lasting effects. 
Organizations found in breach of the most serious infringements can be fined up to 4% 
of global revenue or €20 Million, whichever is greater.

Before a breach, the stock price of 
the companies studied increased 
by 45.6% over three years, on 
average. After a breach though, 
those stock prices only grew 14.8% 
in the same time period.

Organizations found in breach of 
the most serious infringements 
can be fined up to 4% of global 
revenue or €20 Million, whichever 
is greater.

https://www.techrepublic.com/article/how-a-data-breach-can-negatively-impact-your-companys-stock-price/
https://www.techrepublic.com/article/how-a-data-breach-can-negatively-impact-your-companys-stock-price/


INTRODUCTION TO GDPR    |    6

GETTING STARTED WITH GDPR COMPLIANCE

Setting Up GDPR Processes & Aligning With Your Organization 

New business processes required: 

• Logging and investigating data breaches and notifying within the appropriate time
• Building robust data inventories
• Collecting individual rights requests and routing to action internally
• Updating and maintaining consent
• Understanding and documenting data processing activities

Internal data ownership needed: 

• Data Protection Officer
• Compliance Teams
• Business/Product Owners
• Tech Owners

Begin With These Six Key Steps to Enable Compliance

1. Create a data inventory
2. Develop a breach notification process
3. Appoint a Data Protection Officer
4. Implement a risk management framework
5. Ensure consent has been received
6. Create data subject rights request forms



AUTOMATING GDPR COMPLIANCE

The wide-ranging requirements of the GDPR which must be implemented in a 
compressed time period present significant challenges for organizations in all 
industries. LogicGate is helping companies meet GDPR compliance requirements by 
centralizing and automating critical new processes that now need to be executed to 
achieve compliance — as well as by enhancing existing manual processes, such as third-
party risk management, which must incorporate additional privacy considerations 
when assessing data processors.

LogicGate is helping 
companies meet GDPR 
compliance requirements by 
centralizing and automating 
critical new processes that 
now need to be executed to 
achieve compliance.
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Breaking Down GDPR Compliance 
by Industry



GDPR & FINANCIAL SERVICES ORGANIZATIONS

The finance industry is accustomed to strict regulations and oversight, but with the 
implementation of the GDPR, financial services organizations, like banks and investment 
advisory firms, will be required to tighten their policies and procedures concerning 
the usage and storage of personal data. Many organizations have become reliant on 
acquiring the data of their customers to enhance their decision making and marketing.

Common uses for consumer data in Financial Services Organizations:

• Making credit risk assessments
• Selecting profitable consumers and excluding those who are not financially appealing
• Segmenting offers made to targeted consumers based on their profile
• Sending personalized offers of investment products to consumers
• Selling data to data brokers for use by other industrial sectors
• Marketing products and offers

Common types of personal data in Financial Services Organizations:

• Account numbers
• Credit card numbers
• Pin numbers
• Credit scores
• Account activity

With the implementation 
of the GDPR, financial 
services organizations will 
be required to tighten their 
policies and procedures 
concerning the usage and 
storage of personal data.
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Challenges for Financial Services Organizations

The GDPR brings its own set of complications for banks and other financial institutions. 
A poll carried out by software solutions provider, Varonis, in March 2015 found 
that many within the financial sector believe that banks will be amongst the first 
organizations that are prioritized for GDPR auditing; but at the time of the poll, only 
50% of respondents believed their institution was ready to comply with the GDPR, and 
more than two-thirds said they did not know what to do in order to comply.

It will be key for companies to consider their procedures for processing and storing 
personal data. Companies within the wealth management sector are expected to 
be greatly impacted by the GDPR because of the high level of personal data used to 
provide individualized services to their high net-worth clients, including information 
about family, travel history and plans, and health routines. The retail banking sector will 
be required to be even more careful when managing personal data such as individuals’ 
names, addresses, bank account numbers and values, and credit card numbers.

Many within the financial 
sector believe that banks 
will be amongst the first 
organizations that are 
prioritized for GDPR auditing.
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Impact of the GDPR on Financial Services Organizations

Financial Services Organizations will need to create clear procedures for capturing 
client and consumer data, and know exactly why each piece of data is necessary 
for processing. There will likely be many changes within the different phases of 
client relationships, including: onboarding, servicing, cross-servicing, upselling, and 
termination. Currently, most banks have a very unstructured system for sharing and 
storing personal data, which puts personal data at risk of breach.

Currently, most banks 
have a very unstructured 
system for sharing and 
storing personal data, 
which puts personal 
data at risk of breach.
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GDPR & TECH ORGANIZATIONS

The GDPR will transform the way businesses in the tech industry operate. There are 
currently over 2.5 quintillion bytes of data produced every day, and much of that data is 
personal in nature and used for various reasons by tech companies. Top data companies 
like Google, Facebook, Amazon, and Microsoft, along with smaller tech companies, will 
be required to restructure many of their policies and procedures in order to become 
GDPR compliant before its implementation.

Common uses for consumer data in Tech Organizations:

• Collecting and transferring data via data management tools and smart devices
• Analyzing personal data to drive algorithmic decision making
• Transferring data to third-parties for various uses
• Utilizing data to enable the growing implementation of Internet of Things (IoT) devices

Common types of personal data in Tech Organizations:

• IP addresses
• System identifiers
• Device identifiers
• Passwords
• Mobile identifiers (e.g., MSISDN, IMSI, IMEI)

There are currently over 
2.5 quintillion bytes of 
data produced every day, 
and much of that data 
is personal in nature and 
used for various reasons 
by tech companies.

https://www.google.com/
https://newsroom.fb.com/news/2017/11/our-advertising-principles/
https://aws.amazon.com/blogs/security/aws-and-the-general-data-protection-regulation/
https://www.microsoft.com/en-us/TrustCenter/Privacy/gdpr/default.aspx
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Challenges for Tech Organizations

The tech industry has noted four requirements of the GDPR to be the most difficult 
to meet:

1. Maintaining Documentation for All Personal Data Processed or Stored — Few 
companies are equipped with a system that classifies and tracks personal data to 
facilitate this. 

2. Reporting Data Breaches Within 72 Hours — Companies will be required to 
inform data protection authorities, as well as specific individuals impacted by data 
breaches, and many within the tech industry do not have a standardized process 
in place for breach notifications. 

3. Facilitating Consumer Requests to Take Their Data Away and Potentially Give it 
to a Competitor — This could create a market for personalized data, which would 
be good for the consumer, but not for companies. 

4. Hiring and Implementing a Data Protection Officer — Many tech companies are 
not the size of Amazon and Microsoft, but rather small startups with little means 
to pay additional employees.

Companies will be 
required to inform data 
protection authorities, as 
well as specific individuals 
impacted by data breaches, 
within 72 hours.
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Impact of the GDPR on Tech Organizations

Tech organizations will have to assess their need for personal data they collect and 
store. Sharing of data with third-parties will be required to be documented and 
notified to the individual. The current standard is to either not inform the consumer at 
all, or to include consent in the opt-in with the Terms of Service. Under the GDPR, data 
collection, storage, and processing opt-ins must be clear, concise, and separate from 
any other opt-in.

Under the GDPR, data 
collection, storage, 
and processing opt-
ins must be clear, 
concise, and separate 
from any other opt-in.
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GDPR & HEALTHCARE AND PHARMACEUTICAL ORGANIZATIONS

Under the GDPR, personal health data is specifically called out as sensitive personal 
data for which there are specific restrictions around processing. This data includes 
genetic and biometric data and is subject to higher standards of protection. The 
“biggest impact will be on pharma [pharmaceutical] and biotech [biotechnology] 
companies, because they’re working in a global environment [and are] high-profile 
providers that may have a very specialized service that they’re globally known for,” 
states Healthcare Informatics.

Common types of personal data in Healthcare and Pharmaceutical Organizations:

• Medical history
• Lab/test results
• Medical record numbers
• Biometric identifiers (finger, retinal, and voice prints)
• Health insurance numbers
• Provision of healthcare
• Payment of healthcare
• Photographs or other identifiable images

The “biggest impact will be on 
pharma and biotech companies, 
because they’re working in a 
global environment [and are] 
high-profile providers that may 
have a very specialized service 
that they’re globally known for.”

https://www.healthcare-informatics.com/article/privacy/new-european-union-data-privacy-regulation-could-impact-us-patient-care?page=2
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Challenges for Healthcare & Pharma Organizations

One of the biggest challenges for healthcare organizations will be managing consent 
and opt-ins for every patient. Clause 33 of the GDPR allows the patient to consent to 
specific areas of research and testing stating, “It is often not possible to fully identify 
the purpose of personal data processing for scientific research purposes at the time 
of data collection. Therefore, data subjects should be allowed to give their consent 
to certain areas of scientific research when in keeping with recognised ethical 
standards for scientific research. Data subjects should have the opportunity to give 
their consent only to certain areas of research or parts of research projects to the 
extent allowed by the intended purpose.” 

This level of consent adds an additional layer of complexity for healthcare 
professionals and creates a need for a clear system for managing patients’ individual 
rights and consent.

This level of consent adds an 
additional layer of complexity 
for healthcare professionals 
and creates a need for a clear 
system for managing patients’ 
individual rights and consent.
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Impact of the GDPR on Healthcare & Pharma Organizations

The amount of data necessary to successfully operate in a healthcare capacity means 
that every organization will need policies in place that support GDPR personal data 
requirements. With advancements in technology, the use of biometric and genetic 
data has become commonplace. This technology is in its infancy and will only continue 
to mature.

The GDPR definition is broad enough to cover current applications of this type of 
data, but also leaves room for further advancement as technologies progress beyond 
physical characteristics into determining psychological and behavioral identifiable 
characteristics as well. The restrictions on biometric and genetic data are intense. 
Under the GDPR there is little allowance for collecting, storing, or processing 
biometric or genetic data because a breach of this data “could create more significant 
risk for a person’s fundamental rights and freedoms.”

With advancements in 
technology, the use of biometric 
and genetic data has become 
commonplace. This technology 
is in its infancy and will only 
continue to mature.



With the complex requirements of GDPR overwhelming compliance departments 
and an implementation deadline quickly approaching, LogicGate’s workflow and 
automation platform provides a level of simplicity and assurance to help your 
organization meet GDPR compliance requirements.

With the LogicGate platform, your organization will have a centralized system that can 
rapidly implement the new processes needed to achieve GDPR compliance — as well 
as enhance existing procedures and controls.

See how LogicGate can help your company simplify  its GDPR compliance.

About LogicGate

https://www.logicgate.com/solutions/gdpr-compliance


Data Subject: An identified or identifiable natural person; an identifiable natural 
person is one who can be identified, directly or indirectly, in particular by 
reference to an identifier such as a name, an identification number, location data, 
an online identifier or to one or more factors specific to the physical, physiological, 
genetic, mental, economic, cultural or social identity of that natural person.

Personal Data: Any information relating to a data subject.

Processing: Any operation or set of operations which is performed on personal 
data, whether or not by automated means, such as collection, recording, 
organisation, structuring, storage, adaptation or alteration, retrieval, consultation, 
use, disclosure by transmission, dissemination or otherwise making available, 
alignment or combination, restriction, erasure or destruction.

Processor: A natural or legal person, public authority, agency or other body which 
processes personal data on behalf of the controller.

Controller: The natural or legal person, public authority, agency or other body 
which, alone or jointly with others, determines the purposes and means of the 
processing of personal data; where the purposes and means of such processing 
are determined by Union or Member State law, the controller or the specific 
criteria for its nomination may be provided for by Union or Member State law.

Personal Data Breach: A breach of security leading to the accidental or unlawful 
destruction, loss, alteration, unauthorised disclosure of, or access to, personal 
data transmitted, stored or otherwise processed.

Supervisory Authority: An independent public authority responsible for 
monitoring the application of the GDPR, in order to protect the fundamental 
rights and freedoms of natural persons in relation to processing and to facilitate 
the free flow of personal data within the EU.

Glossary of Terms



INTERNATIONAL COMMISSIONER’S OFFICE 
 
Guide to the General Data Protection Regulation 
12 Steps to Preparing for the GDPR

 
LOGICGATE
 
GDPR Compliance Solution

Additional Resources

https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/
https://ico.org.uk/media/1624219/preparing-for-the-gdpr-12-steps.pdf
https://www.logicgate.com/solutions/gdpr-compliance

